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AES: The Advanced Encryption Standard

The number of rounds is 10 for the case when the encryption key 
is 128 bit long. (the number of rounds is 12 when the key is 
192 bits, and 14 when the key is 256.)

For encryption, each round consists of the following four steps:
1) Substitute bytes, 
2) Shift rows, 
3) Mix columns 
4) Add round key.

For decryption, each round consists of the following four steps:
1) Inverse shift rows
2) Inverse substitute bytes
3) Add round key
4) Inverse mix columns.

The last round for encryption does not involve the “Mix columns” step. 
The last round for decryption does not involve the “Inverse mix 
columns” step.









STEP 1: Bytes substitution 

• The corresponding substitution step used during 
decryption is called Inverse substitution Bytes.

• This step consists of using a 16 × 16 lookup table to 
find a replacement byte for a given byte in the input 
state array.

• The entries in the lookup table are created by using 
the notions of multiplicative inverses in GF(28) and 
bit scrambling to destroy the bit-level correlations 
inside each byte.





STEP 2: Shift Rows - shifting the rows of the 
state array

• The corresponding transformation during decryption 
is Inverse Shift Rows

• The goal of this transformation is to scramble the 
byte order inside each 128-bit block.



STEP 3: Mix Columns – mixing up of the bytes 
in each column

• The corresponding transformation during decryption 
is inverse mix column transformation.

• The goal is to further scramble up the 128-bit input 
block.

• The shift-rows step along with the mix-column step 
causes each bit of the cipher text to depend on every 
bit of the plaintext after 10 rounds of processing.



STEP 4: Add Round Key

• The corresponding step during decryption is Inverse 
Add Round Key.



The Encryption Key and its Expansion

• Assuming a 128-bit key, the key is also arranged in 
the form of an array of 4 × 4 bytes. As with the input 
block, the first word from the key fills the first 
column of the array, and so on.

• The four column words of the key array are expanded 
into a schedule of 44 words. 

• Each round consumes four words from the key 
schedule.

• The key is expanded into a key schedule consisting of 
44  4-byte words.





Modern way of Byte Substitution
Let xin be a byte of the state array for which we seek a 
substitute byte xout. We can write xout = f(xin). The 
function f() involves two nonlinear operations: 
(i) We first find the multiplicative inverse x′ of xin in 

GF(28)
(ii) Then we scramble the bits of x′ by XORing x′ with 

four different circularly rotated versions of itself and 
with a special constant byte c = 0x63. 

The four circular rotations are through 4, 5, 6, and 7 bit 
positions to the right. 







The Shift Rows Step



The Mix Columns Step



Inverse of Mix Columns Step



The Key Expansion Algorithm



The Key Expansion Algorithm



How to find g

• Perform a one-byte left circular rotation on the 
argument 4-byte word.

• Perform a byte substitution for each byte of the 
word returned by the previous step by using the 
same 16 × 16 lookup table as used in the 
Substitute Bytes step of the encryption rounds.

• XOR the bytes obtained from the previous step 
with what is known as a round constant. The 
round constant is a word whose three rightmost 
bytes are always zero.



Round Constant
• The addition of the round constants is for the purpose 

of destroying any symmetries that may have been 
introduced by the other steps in the key expansion 
algorithm.



Key: hello
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