
Appendices

Lab- 10 Subnetting



LEARNING OBJECTIVE:

• Upon completion of this activity, you will be able to determine 
network information for a given IP address and network mask. 



Subnetting Basics

• There are lots of reasons in favor of subnetting, including the 
following benefits:
• Reduced network traffic

• Optimized network performance

• Simplified management

• Facilitated spanning of large geographical distances

• Better Security
• By splitting your network into subnets, you can control the flow of traffic using ACLs, 

QoS, or route-maps, enabling you to identify threats, close points of entry, and target 
your responses more easily.



What is Subnet

• Subnetting is basically just a way of splitting a TCP/IP network into 
smaller, more manageable pieces.

• If you have an excessive amount of traffic flowing across your 
network, then that traffic can cause your network to run slowly. 

• So, when you subnet your network, you are splitting the network into 
a separate, but interconnected network.

• The values in the subnet mask identify how many hosts can exist on 
the subnet. 



How to Create Subnets

• To create sub networks, you take bits from the host portion of the IP 
address and reserve them to define the subnet address



Steps to create subnets

1. Determine the number of required network IDs:
• One for each LAN subnet

• One for each wide area network connection

2. Determine the number of required host IDs per subnet:
• One for each TCP/IP host

• One for each router interface

3. Based on the above requirements, create the following:
• One subnet mask for your entire network

• A unique subnet ID for each physical segment

• A range of host IDs for each subnet



Subnet Mask

• Subnet mask is 32-bit number that masks an 
IP address

• Subnet mask separates the IP address into 
the network and host address

• Subnet mask is made by setting network bits 
to all 1’s and setting all host bits to all 0’s

• Two addresses are reserved “0” address 
assigned to network address and “255” is 
assigned to broadcast address



Subnetting Class C IP addresses

• In class-C only 8-bits are available for defining the hosts

• How many subnets does the chosen subnet mask produce?

• How many valid hosts per subnet are available?

• What are the valid subnets?

• What’s the broadcast address of each subnet?

• What are the valid hosts in each subnet?



Subnetting Class C IP addresses

1. 2X x is the number of masked bits or the 1’s

2. For example 10000000
• The no. of 1’s gives us 21 subnets, there are 2 subnets

3. How many hosts per subnet
• 2y – 2= no. of hosts per subnet
• y is the no. of unmasked bits or 0’s

4. 10000000, 27 – 2, in this there are 126 hosts per subnet

5.  Valid subnet ? Block size = 256 – subnet mask

6.   For example 256 –128= 128, the block size of a 128 mask is always 128



Subnetting of Class-C



Subnetting of Class-C



Subnetting of Class-B IP addresses
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